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BAYESIAN  ASPECTS  OF  MATERIAL  FAILURE, 
ENGINEEIUNG  RELIABILITY,  AND  SOFTWARE  INTEGRITY 


1.  Prindpal  Investigator:  Nozer  D.  Singpurwcdla 

Institution:  The  George  Washington  University 
Department  of  Operations  Research 
School  of  Engineering  and  Applied  Science 
Washington,  DC  20052 


Grant  Number:  (AFOSR)  F49620-95- 1-0107 


2.  Research  Objectives; 

To  develop  probabilistic  and  statistical  technology  to  enhance  the  state-of- 
the-art  of  engineering  statistics  via  a  focus  on  problems  that  are  of  interest  to  the  US 
Air  Force.  Specific  attention  is  devoted  to  problems  of  reliability  posed  by  issues  of 
material  failure,  software  integrity,  and  information  fusion.  The  emphasis  is  on 
Bayesi2in  ideas. 


3.  Status  of  Effort: 

Current  efforts  have  been  focused  along  three  directions:  mathematical 
models  for  describing  material  failure  due  to  the  initiation  and  growth  of  microscopic 
surface,  penny  shaped,  and  spherical  cracks;  mathematical  models  for  assessing  and 
enhancing  the  integrity  of  software,  and  foundational  issues  of  information  fusion. 

Progress  has  been  made  on  each  of  these  topics,  some  of  which  has  resulted  in 
several  invited  presentations  at  professional  meetings,  and  some  of  which  has 
resulted  in  technical  papers  that  are  currently  under  review.  In  the  area  of  material 
failure  a  mathematical  justification  of  some  empirically  observed  results  has  been 
provided  and  directions  for  further  research  have  been  scoped  out.  In  the  axea  of 
software  integrity  a  calculus  based  on  binary  logic  which  exploits  the  internal  logic 
of  a  software’s  code  has  been  outlined.  With  respect  to  information  fusion,  a 
paradigm  for  accomplishing  it  in  a  unified  manner  has  been  advocated  and  its 
ramifications  have  been  discussed.  A  comprehensive  document  which  describes  the 
stochastic  aspects  of  software  failure  is  currently  being  developed;  its  aim  is  to 
summarize  all  the  research  that  has  been  supported  by  the  current  grant  and  its 
predecessors. 
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4.  Accomplishments: 

A  probabilistic  model  based  on  the  Bernoulli  process  for  the  breaking  of 
electrostatic  bonds  holding  the  adjacent  particles  of  a  material  specimen  has  been 
proposed  and  developed.  This  model  results  in  the  Weibull  distribution,  as  the 
distribution  of  surface  and  penny  shaped  cracks.  The  distribution  is  based  on 
asymptotic  considerations  and  it  has  been  verified  by  empirical  results.  Current 
efforts  involved  developing  an  analogous  result  for  spherical  voids  and  gaps  in 
materials.  Such  cracks  and  voids  diminish  the  integrity  of  aircr^t  structures  and 
impact  reliability  and  readiness.  They  are  also  precursors  to  corrosion  of  material. 

A  model  for  tracking  the  reliability  growth  of  a  software  system  based  on 
describing  the  concatenated  failure  rate  function  as  the  sample  path  of  a  shot-noise 
process  has  been  developed.  The  model  generalizes  all  the  salient  features  of  the 
previous  models  and  has  many  other  attractive  properties.  However  it  is  very 
complex  and  its  utilization  requires  inference  based  on  a  Markov  Chain  Monte  Carlo 
exercise.  This  work  is  currently  under  review  for  possible  publication. 

A  Mathematic^d  model  for  sensor  fusion  based  on  the  Bayesian  paradigm  has 
been  proposed.  Under  this  paradigm,  previously  unaddressed  topics  such  as  sensor 
reliability,  sensor  adversarial  behavior,  and  sensor  sabotage  can  be  addressed.  It  has 
been  shown  that  sensor  consensus  after  several  rounds  of  parley  which  has  been 
claimed  to  be  true  in  the  communications  engineering  literature  need  not  be  so. 
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